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IMPACT OF CAROUSEL VAT FRAUD IN THE EU

2% of Organized Crime
Groups = 80% of the fraud

Losses amount to c. 1.5% of EU-
27 GDP.

€40-60 Blllién

Yearly losses to carousei
VAT fraud in the EU

Growing in Romania, Finland, UK,
Ireland, Estonia, and France
between 2016 and 2018

Equivalent to annual GDP of
countries such as Belarus,
Slovenia, Lithuania and Serbia

Moving from goods to include
intangible products (e.g. carbon
credits)
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THE MECHANICS OF CAROUSEL VAT FRAUD SCHEMES

® y L
The trader imports goods from
another country and is not
charged VAT by the seller.
(E.g. €10 million in poultry
from EU country X to Y). \
® o
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THE MECHANICS OF CAROUSEL VAT FRAUD SCHEMES

@
The import company sells the

goods to a business and charges
VAT. The importer does not pay the
VAT collected to the tax authority
and disappears (“missing trader”)

€10 million — 0 VAT

E.g. The Missing Trader sells the

poultry for €15 million and + €3.75
million VAT.
€3.75 million VAT  fm
Tax Authority
® o
NAVIGANT
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THE MECHANICS OF CAROUSEL VAT FRAUD SCHEMES

€10 million — 0 VAT €15 million - €3.75 million VAT

The buying business sells the
goods to another business,
charging VAT. It pays the VAT
received to the authorities. The
same happens with subsequent
sales, a.k.a. the “buffers”.

o
Buffer A sold to Buffer B; who sold

to Buffer C, who sold to Buffer D
for €18 million + €4.5 million VAT
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THE MECHANICS OF CAROUSEL VAT FRAUD SCHEMES

€10 million — 0 VAT €15 million - €3.75 million VAT

The last business exports the
goods without charging VAT
and claims the VAT it paid to the

last buffer company. Buffer D paid €4.5 million VAT

o o
Eg. Buffer D exports the poultry
for €20 million 0 VAT. Claims a
refund of the €4.5 million VAT.
VAT Loss = €3.75 million
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REGULATORY AND ENFORCEMENT OPTIONS

Quick Reaction Mechanism

Articles 199a and 199b
of the VAT Directive

(July 2013) 7/ 2 8

EUROPOL

Information sharing

EU Directive
2017/1371

Criminalises fraud to
the EU’s financial

interests

E-Commerce
Package

4 B2C Focus
@ .
Local Law
Enforcement
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OPERATION GREED — THE NUMBERS

Police have seized:

« 8cars

« 23 properties
 DKK 12,5 min cash

Bl

5,158 fictitious invoices

DKK 500,000,000 (c. € 67 million) laundered

DKK 290,000,000 (c. € 39 million) in lost corporate tax and VAT

17 Defendants
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OPERATION GREED - THE MECHANICS

@ @
Firms performed undeclared The third-party sent invoices to
services (cleaning, transport) service providers. Payments were
for a third-party company. immediately sent by the third-party
to an exchange agency. The third-
party declared bankruptcy shortly
\ after to disguise the scheme.
Some of the money is withdrawn \ / The firms that conducted undeclared
in cash, with the remainder work claimed back VAT from the
transferred abroad to further authorities. The third-party company
complicate the work of law did not declare VAT to the tax
enforcement. authorities before going bankrupt.
® o
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OPERATION GREED - THE MECHANICS

@ @
Firms performed undeclared The third-party sent invoices to
services (cleaning, transport) service providers. Payments
for a third-party company. were immediately sent by the
third-party to an exchange
agency. The third-party declared
/ bankruptcy shortly after to
disguise the scheme.
Some of the money is withdrawn \ The firms that conducted undeclared
in cash, with the remainder work claimed back VAT from the
transferred abroad to further authorities. The third-party company
complicate the work of law did not declare VAT to the tax
enforcement. authorities before going bankrupt.
® o
14 ©2019 NAVIGANT CONSULTING, INC., N/K/A GUIDEHOUSE, INC., ALL RIGHTS RESERVED Confidential and Proprietary NAVIGANT

A Guidehouse Company



OPERATION GREED - THE MECHANICS

® 4

Firms performed undeclared
services (cleaning, transport)
for a third-party company.

The third-party sent invoices to

service providers. Payments were

immediately sent by the third-party

to an exchange agency. The third-

party declared bankruptcy shortly
\ after to disguise the scheme.

Some of the money is withdrawn \
in cash, with the remainder
transferred abroad to further
complicate the work of law
enforcement.

The firms that conducted
undeclared work claimed back VAT
from the authorities. The third-
party company did not declare VAT
to the tax authorities before going
bankrupt.
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OPERATION GREED - THE MECHANICS

@ s | 2 @
Firms performed undeclared The third-party sent invoices to
services (cleaning, transport, service providers. Payments were

etc.) for a third-party company. immediately sent by the third-party
to an exchange agency. The third-
party declared bankruptcy shortly
/ \ after to disguise the scheme.

Some of the money is / The firms that conducted undeclared
withdrawn in cash, with the work claimed back VAT from the
remainder transferred abroad to authorities. The third_party company

further complicate the work of did not declare VAT to the tax
law enforcement. authorities before going bankrupt.
® o
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OPERATION GREED - THREE PILLARS TO THE FRAUD

”:[”]j VAT Carousel Fraud g\r,zzis;ﬁorder L lg-'% Terrorist Financing
Ay
 Traditional carousel VAT fraud » Far reaching investigation, * Links to Spanish terrorist cells
scheme in Denmark involving including: New Zealand, identified
multiple individuals and c. € 66 Lithuania, Spain and Germany.

million in laundered funds. « Most of the fraud focused on

* In November 2019, three Danish services rather than products.

ministers proposed the creation
of a new unit to fight VAT fraud

and terrorist financing.
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OPERATION GREED — WHAT NOW?

1000+ companies and
5,000+ invoices

reviewed. Estimates put Seven Danish banks
the fraud at c. DKK involved in the fraud
500m (€67m) scheme. Sentencing expected
2017 to 2018 March 2019 Fall 2020

October 2017 December 2018 May 2019
Danish police raids 39 Potential links to terrorist DKK 169m (c. €22m) from
addresses, arresting 18 financing identified. VAT carousel fraud and
people. DKK 70m (c. Several suspects belong money laundering
€9,3m) are seized. Five to Spain-based funneled through
suspects remain in fundamentalist cell. corporate accounts at
custody. major Danish banks.
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VAT Carousel

Detecting and Investigating Organised Crime

Imam Hoque
Co-Founder / COO

Nov 2019
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Example modus operandi that requires discovery
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However, the data represents a complex picture
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The challenge is finding the needles in the haystack
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A new paradigm is required that uses a “Context” driven approach

Event Based Statistics

Traditionally, analytical decision
engines have focused on using
statistics to score events (e.g.
applications and transactions).

Single View Analytics

More recently people are scoring
entities (people, organisations,
vehicles and addresses), however a
key challenge is providing the single
view or “entity resolution” across
internal and external data sources.

Network Analytics

People are starting to realise that the
real world is a series of networks and
a decision must account for the
network (businesses, families,
trading groups, spheres of influence
and organised crime gangs).

Realtime / Dynamic / Adjustable

Not only this, in today’s world the
complex task of consolidating
entities or scoring networks have to
occur in real time as well as batch,
with the ability to adjust matching
and network building criteria.

Example within the compliance:

Al Decision Engine

Events Entities | Networks

Scenarios and rules l
Machine learning l
Peer group analysis I

Anomaly detection I
e |
Temporal analysis |

Text Mining I

Composite Risk Score

* No interest

declared
* Income very low

* Downward

( ‘@“‘ income trend
* Previous “error”

Coverage
More non-
compliance detected

Effectiveness

Fewer false positives

. *Multiple
) properties
* Risky tax advisor

/ higher accuracy

Efficiency
Reduced decision /
investigation times

Citizen
satisfaction

:

Costs

Tax losses

< &= =
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Using a context based approach

o

Entity
Resolution
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Using proactive approach

Early Fraud detection minimizes the losses and maximize the success of criminal investigations

R

Stop the fraud when the
losses are still low
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S <> <> Reactive Approach:
(@)
g praudis raudstops  INVEstigate the fraud after it
o) happened
<
3
=
0 VAT Fraud
(g0)
()]
oc
g“? Fr<aZ is ngis OUTCOME
Registration Detected  Stopped Proactive Approach:

Provide a list of suspected fraud (95% True
Positives) before it is committed

From a 3 weeks pre-investigationto a 5
minutes pre-investigation




Automatically generated alerts by company owner

Search Bulk Search Upload Task Lists Investigations Signed in as jeromebryssinck

Investigations
[oom |
O

Alert Date Network Name Score VAT at Risk

20/2/2019  Michael Greene 285 19,540,400.00 €

18/2/2019  Joe Pichlak 250 3,341,604.00€

20/2/2019 Martha Xhonneux 263 18,311,297.00€

19/2/2019 Patrick Pease 156 221,111.00€

18/2/2019  Stephanie Van Deven 121 10,453,105.00€

19/2/2019  Andrei Penzki 166 10,324,272.00 €

19/2/2019 Marie Traufler 164 11,246,420.00€

18/2/2019  Lise Potvlies 205 19,482,515.00€

18/2/2019  Markus Grau 230 13,772,349.00 €

18/2/2019  Pavlov Tschesnki 248 6,221,284.00€

18/2/2019  LidyaVervioesem 147 15,626,909.00 €

18/2/2019  Marcel Verwegen 235 4,854,074.00€

20/2/2019  Andy Plot 100 6,563,309.00 €
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Explainable scores generated by a context driven model
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Networks automatically identified and displayed for review

Search Bulk Search Upload Task Lists Sinvestigations Signed in as jeromebryssinck
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Untitled Investigation

Organised crime has a consistent picture: HSBC Financial Crime FIU

& Investigations # Investigation +
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Soarch  Buk

Signed in as quante

MICHAEL GREENE has multiple dates of birth, indicating potential ID

TOBIAS BLACK has multiple dates of birth, indicating potential ID
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50billion + records, 1000’s of live users

Pilot completed in 6 weeks, 3 people

In production 5 months after pilot
Investigations taking weeks reduced to hours
4 projects live, 5 in design/pilot & 6 more in
discussion
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Approach to adopting automated model based detection

Philosophy
Have a vision, start piloting early, move
toward the end state in “baby steps”, work
in parallel and deliver results early... A

Data
available

Maturity

Paper Pilot
business case validated
checkpoint business case

>
2
|:> Operate @
A 4 D/
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Significant
labour costs

Significant
potential
impact

Ease of
automation

A 4

Proven

examples Time
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